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Discussion of cyber insurance and the very real threats 
that contractors are facing as it relates to security 
standards such as NIST 800-171 and CMMC 2.0.
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Industry Overview
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“Average total cost of a data breach increased by the 
largest margin in seven years.”

“The cost of a data breach has 
increased by 11.9% since 2015”
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“Lost business continued to represent the largest share of 
data breach costs for the seventh year in a row.”
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“Data breach costs for small businesses increased 26.8% 
from 2020 to 2021.”
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Average ransom payment rose 78% to $541,010 on cases 
worked by Unit 42 consultants
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“Only 10% of organizations with cyber insurance used 
claims to cover the cost of ransomware or extortion.” 



Summit 7 - Public

Copyright © 2022 Summit 7 Systems, Inc. All  rights reserved.

“Sophisticated bad actors targeted smaller firms with 
limited defenses and resources.”
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“Cyber underwriting continued to focus on a company’s 
control environment and demonstrated cybersecurity 
maturity.”

• “Cyber remained the most challenging coverage area, 
driven by ransomware claims, with considerable 
pressure on pricing and deductibles, a reduction in 
capacity, and narrowing of key coverages.”

• “Cyber pricing increased 130%, affected by the 
continued increase in the frequency and severity of 
ransomware claims.”

• “Business interruption and data exfiltration contributed 
to the increasing total claim pay-outs from ransomware 
events.”
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“Cyber underwriting continued to focus on a company’s 
control environment and cybersecurity maturity.”

• “Cyber pricing increased 110%, in large 
part due to the re-pricing and re-
underwriting of cyber risks.”

• “Heightened frequency and severity of 
claims activity contributed significantly 
to pricing increases.” 

• “Over 60% of clients took higher 
retentions to help offset premium 
impact.”
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How CMMC Helps

Comparing NIST SP 800-171 to the 
NIST Ransomware Profile
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The NIST Cybersecurity Framework (CSF) and NIST SP 
800-171 are both derived from NIST SP 800-53.



Summit 7 - Public

Copyright © 2022 Summit 7 Systems, Inc. All  rights reserved.

CSF “Functions” organize basic cyber activities at their 
highest level.

Five Functions of the Framework “Core”

Identify

Protect

Detect

Respond

Recover
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CSF Functions are subdivided into 23 “categories”

26%

26%
13%

22%

13%

Core Functions by Category %

Identify

Protect

Detect

Respond

Recover



Summit 7 - Public

Copyright © 2022 Summit 7 Systems, Inc. All  rights reserved.

CSF categories are further subdivided into 
“subcategories”.
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“Profiles” are a selection of CSF categories and 
subcategories that help gauge readiness.

NIST Ransomware Profile by CSF Subcategory %
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64% of the NIST Ransomware Profile is covered by 
NIST SP 800-171.
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Key Takeaways & Next Steps

What should organizations do next?
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Key 
Takeaways

• Cyber 
Insurance is 
harder to get

• Primes and 
other Customers 
are asking for 
more Cyber 
coverage

• Cyber 
Insurance costs 
are increasing

• Securing your 
systems to a 
defined standard 
may help lower 
underwriting costs
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